






























































Virtual machines and remote 
attestation
• Goal: attest behavior, not a particular 

executable image
• Two observations:

– VMs that execute high-level, platform-
independent code have have access to meta-
data about code (e.g. Class hierarchy), and 
the internals of program state

– Code runs under complete control of a virtual 
machine



Semantic Remote Attestation

• Use a trusted virtual machine
(TrustedVM)to attest properties of code 
running on it

• This is a much more fine-grained and 
semantically richer operation than 
signing the hash of an executable –
semantic remote attestation



What properties can a 
TrustedVM attest?
• Properties of classes – class hierarchies, restricted 

interfaces
• Dynamic properties – runtime state of program, 

information about input; install runtime monitors
• System properties – testing system abilities before 

running distributed computations
• In general, send code to TrustedVM to evaluate 

properties; test suites, static analyses
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Semantic Remote Attestation: 
Examples
• Peer to peer networks

– Depend on each client respecting the rules of the 
protocol

– With semantic remote attestation, can explicitly check 
security requirements

• Distributed computation 

– Want to test a platform's capabilities before handing 
over a computation bundle

– Evaluate quality-of-service metrics for application 
service providers – e.g. send “test suites”
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Advantages of semantic 
remote attestation

• It certifies program behavior – not a specific 
binary

• Allows various implementations, as long as 
they satisfy required security criteria

• Dynamic – can attest runtime properties
• Flexible – can attest wide range of properties



Advantages of semantic 
remote attestation
• Trust relationships between nodes are made explicit
• These are actually checked and enforced
• Finer-grained trust: Degree of trustworthiness 

– can know which properties were not 
satisfied – traditional attestation is all-or-
nothing

– Allows nodes to dynamically adjust trust 
relationships



Conclusion
• Currently proposed mechanisms for Trusted 

Computing are severely limited
– Deploying TPMs is the right start…
– …but the currently proposed software 

infrastructure on top of that is too 
brittle and not scaleable

• Leveraging language-level virtual machine 
technologies can make Trusted Computing 
more flexible and effective




