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Thesis

Remote attestation, one of the core mechanisms of Trusted Computing, can be per-

formed in a way that:
e reasons expressively about program behavior and dynamic properties
e cnables a flexible, graded notion of trust
e avoids intractable management problems at both the client and server end
e does not tie attestation to a specific executable binary

In short, remote attestation can attest program properties, rather than program

binaries. 1 call this semantic remote attestation.
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Virtual machines and remote

attestation

e Goal: attest behavior, not a particular
executable image

e TWO observations:

— VMs that execute high-level, platform-
independent code have have access to meta-
data %2 ou “é” (e g. Class hlerarchy) and
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Semantic Remote Attestation

e Use a trusted virtual machine
(TrustedVM)to attest properties of code
running on it

* This iIs a much more fine-grained and
semantically richer operation than
S|gn|ng the hash of an executable —




What properties can a
TrustedVM attest?

Properties of classes — class hierarchies, restricted

mterfaces
Dynamic cJoperties — runtime state of program,

mformatlon about mput Install runtime monitors
System properties — testing system abilities before
running dlstrlbuted computatlons

In general, send code to TrustedVM o evaluate
properties; test swtes statlc analyses



Framework for Semantic

Remote Attestation
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Semantic Remote Attestation:
Examples
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— Depend on each client respecting the rules of the
protocol

— With semantic remote attestation, can explicitly check
security requirements
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— Want to test a platform's capabilities before handing
over a computation bundle

— Evaluate quality-of-service metrics for application
service providers — e.g. send “test suites”



Example: P2P in a TrustedVM

Peer

Request:
names of shared
files

Peer

False response:
Non-existent files

<

Request:
names of shared

Existing P2P

Malicious Peer
Peer
Malicious Peer
Peer

files
- —p
Constraint:

check response with
file names of shared
files that exist

Runtime monitor

Malicious
Peer

TrustedVM

Response: only
shared files that
actually exist

Runtime monitor

Malicious
Peer

TrustedVM

P2P in a TrustedVM




Advantages of semantic
remote attestation

e |t certifies program behavior — not a specific

gy

e Dynamic — can attest runtime properties
~lexible — can attest wide range of properties




Advantages of semantic
remote attestation

e Trust relationships between nodes are made explicit
 These are actually checked and enforced
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—can know WhICh propertles were not
satisfied — traditional attestation is all-or-
nothing

— Allows nodes to dynamically adjust trust
relationships



Conclusion

e Currently proposed mechanisms for Trusted
Computing are severely limited

—Deploying TPMs Is the right start...

—...but the currently proposed software
Infrastructure on top of that Is too
brittle and not scaleable

technologles can make Trusted Computlng
more flexible and effective
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